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Incidentes Observados pelo CERT.br:
Causas Mais Comuns de Invasoes e Vazamentos

Ataques mais reportados e mais
observadores em sensores:

— Forca bruta de senhas em
servicos protegidos s6 com conta

Mais de 80% dos incidentes seriam evitados se
- todos os patches fossem aplicados
- todos os servicos tivessem 2FA/MFA

e senha. Exemplos: Estudo Setorial
. . Seguranca digital: uma analise de gestao de risco em empresas brasileiras
- e-maIIS e SeerQOS em nuvem https://cetic.br/pt/publicacao/seguranca-digital-uma-analise-de-gestao-de-risco-em-empresas-brasileiras/

— acesso remoto e gestao remota de

ativos de rede e servidores AL s
Vocé teria um conselho para as empresas para

— Comprometimento via exploragao reduzir o nimero de incidentes?
de vulnerabilidades conhecidas
- falta de aplicacdo de correcdes “Multifactor Everything’
-- Katie Moussouris (Luta Security, US)
Fontes: https://youtu.be/4tuC32PlyJk

Principais Ataques na Internet: Dados do CERT.br
https://youtu.be/nHh8hHaomFE?t=714

https://cert.br/stats/
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https://youtu.be/nHh8hHaomFE?t=714
https://cert.br/stats/
https://cetic.br/pt/publicacao/seguranca-digital-uma-analise-de-gestao-de-risco-em-empresas-brasileiras/
https://youtu.be/4tuC32PlyJk

E Possivel Seguranca 100%?
Mesmo os Sistemas Mais Seguros Sao Invadidos

- Comprometimento da RSA/EMC, para furto de material criptografico —

levou ao comprometimento do DoD (US Department of Defense)
https://www.sec.gov/Archives/edgar/data/790070/000119312511070159/dex991.htm

- Comprometimento do Office of Personnel Management, para furto dos

antecedentes de todos os funcionarios do Governo Americano
https://www.opm.gov/cybersecurity/cybersecurity-incidents

- Comprometimento da Autoridade Certificadora da Holanda — usada para

gerar certificados falsos do Google, usados em espionagem no Ira

http://www.slate.com/articles/technology/future tense/2016/12/how the 2011 hack of diginotar chan
ged the internet s infrastructure.html
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https://www.sec.gov/Archives/edgar/data/790070/000119312511070159/dex991.htm
https://www.opm.gov/cybersecurity/cybersecurity-incidents
http://www.slate.com/articles/technology/future_tense/2016/12/how_the_2011_hack_of_diginotar_changed_the_internet_s_infrastructure.html

Antes de Falar em Gestao de Incidentes:
Analise de Risco é Pré-requisito

Riscos:

- indisponibilidade de servigos
- perda de privacidade

- furto ou destruicido de dados
- perdas financeiras

- danos a imagem

- perda de confianca na

tecnologia

Ativos
(Sistemas, Dados e Pessoas)

Ameacas

criminosos
espionagem industrial
governos

vandalos

Vulnerabilidades

projeto sem priorizar segurancga
defeitos de software

falhas de configuracao

uso inadequado

fraquezas advindas da
complexidade dos sistemas

Opcdes para lidar com o risco:
Aceitar

Transferir
- €eXI Seguro

Eliminar
- remover um dos veértices

Mitigar (gestao de risco)
- Unica real opgao

E possivel:

- mitigar os riscos e reduzir a
probabilidade de incidentes

- ter gestao de incidentes:
detectar precocemente e
reduzir os danos
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Incidentes Ocorrerao:
Organizacoes Precisam Alcancar Resiliéncia

Um sistema 100% seguro € impossivel de atingir: incidentes ocorrerao
Resiliéncia: Continuar funcionando mesmo na presenca de falhas ou ataques

Checklist:

— ldentificar o que é critico e precisa ser mais protegido (Analise de Risco)

— Definir politicas (de uso aceitavel, acesso, seguranca, etc.)

— Implantar medidas de seguranc¢a que implementem as politicas de seguranca
— ex: aplicar correcgdes ou instalar ferramentas de seguranca

— Treinar profissionais para implementar as estratégias e politicas de seguranca

— Treinar e conscientizar os usuarios sobre os riscos e medidas de seguranga necessarios

— Formular estratégias e processos para gestao de incidentes de seguranca e formalizar
grupos de tratamento de incidentes (CSIRTSs)

cerbhr niehr ogibr



Gestao de Incidentes:
Definicoes

Gestao de Incidentes — politicas e estratégias

- gestéo fim a fim de eventos e incidentes ) ‘\A‘g‘ﬂ?ﬂﬁ’_’?ﬁnr
~ envolve toda a organizagéo (\.\/’/ b,
Triage Ny Vulnerability .
9 K Handling N
i - : ," Artifact
Tratamento de Incidentes — processos Reporting Y . et
— identificar, prevenir, mitigar e responder Detection Analysis : Handling
Resposta a Incidentes — acbes ',;‘;;gg::;e ‘
o . Announcements
- resolver ou mitigar incidentes Other Incident
) ) . . Management
- disseminar informacdes Services
Alerts

- implementar estratégias para impedir que o incidente
ocorra novamente

Fonte: Defining Incident Management Processes for CSIRTs: A Work in Progress. Figura utilizada com permissao do CERT®/CC e do SEI/CMU.
https:/Iresources.sei.cmu.edu/library/asset-view.cfm?assetid=7153
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Gestao de Incidentes:
Processos

Preparacao da organizacao

- reconhecer a importancia do adequado
tratamento de incidentes

- estabelecer politicas para notificacao
- planejar e implantar um CSIRT
Protecao da infraestrutura

- processo continuo de implementacao
de medidas de seguranca

Tratamento de incidentes

- recebe informacdes de, e alimenta os
outros processos

- depende de integragao com todas as
areas e alta qualificacdo das equipes

e PREPARE
O B © ’
Incident and ]

Vulnerability Reports
Network Monitoring
Technology Watch

() + G
and Public Monitoring \ — O - —p h)

General Information Detect

Requests ]

PROTECT

Triage Respond

|
—‘L"}

Fonte: Defining Incident Management Processes for CSIRTs: A Work in Progress. Figura utilizada com permissao do CERT®/CC e do SEI/CMU.
https:/Iresources.sei.cmu.edu/library/asset-view.cfm?assetid=7153
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https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=7153

Analise do Incidente e Fluxos de Tratamento

Dia-a-dia da Equipe de Tratamento:

— identifica e trata varios incidentes, seguindo o Do ponto de vista de uma empresa/instituicdo, o fluxo de
processo mostrado anteriormente

de tratamento de incidentes envolvendo dados pessoais
— 0 processo inclui a analise do incidente e a

Em outras palavras:

. 2990 deve se diferenciar apenas na fase final.
identificacao de

- escopo e natureza Por exemplo:

- se ha necessidade de resposta gerencial 1. Incidente é detectado

 esta identifica se é necessaria resposta legal

2. Analise mostra que quebrou um contrato?
» aresposta legal é requerida, por exemplo

@ =g _ * se sim, aciona juridico para providéncias
- se for identificado crime, s L
3. Analise mostra que é crime?
- quebra de contrato _ _ T _ _
- incidente que envolva dados pessoais e que possa * se sim, aciona juridico para avaliar se necessita
acarretar risco ou dano relevante aos titulares noticia aos operadores da justica
+ em todos estes casos é necessario seguir normas e 4. Analise mostra que afetou dados pessoais?

legislacio pertinentes a cada setor/6rgao

* se sim, aciona juridico para avaliar se necessita
envio de relatério para a ANPD

Art. 48. O controlador devera comunicar a autoridade nacional e ao titular a ocorréncia de incidente de
segurancga que possa acarretar risco ou dano relevante aos titulares.
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Tratamento de Incidentes Envolvendo Dados Pessoais:
Tipos de Resposta no Fluxo de Tratamento de Incidentes

Existe mais de um tipo de resposta T
que pode ser dada a um incidente de 5
segurancga SRR I v Comrineteecmica, manogomer, and el reponses U

- aresposta legal € uma decisao de
cunho gerencial
- uma equipe técnica nao pode, por via
de regra, iniciar sozinha uma resposta
legal, como a notificacdo a uma
Autoridade ou Agéncia reguladora

If response is g ed outside of incident-
managemen tp

Res
Res

—

o other organizational

sponse informatio process
esponse actions and decisions

v

If a postmortem review is required
»® To PC9: Conduct

Proposed CSIRT process changes Postmortem Review
Response information
Response actions and decisions

A roarmat and sxtsmel stakshoiders nood o be
notified »  To stakeholders
Respon f rmatiol
N sponse actions and decisions
>

- aresposta técnica ao incidente
ocorre em paralelo a resposta
gerencial e segue tempos diferentes

- a ANPD é um dos stakeholders
externos a ser notificado, como parte
normal do processo

If response is complete

>
Response documentation

If response is complete .
p To participants

»>

Formal notification of closure

Fonte: Defining Incident Management Processes for CSIRTs: A Work in Progress, paglnasNal&neezms require a coordination effort.
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=7153
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Gestao de Incidentes nao esta Isolada:
Pode ser Encontrada em todos os Frameworks

“The Framework is

NIST Cyber Security Framework

— voluntary guidance,
— based on existing standards, b
quidelines, and practices » Asset Management » Access Control Anomalies and » Response Planning » Recovery Planning
) ) » Business » Awareness and Events » Communications » Improvements
— for orgamzatlons fo better Environment Training Security Continuous > Analysis » Communications
manaqge anpl M » Governance » Data Security Monlto-rlng » Mitigation
Cy bersecur ’ty M » Risk Assessment » Info Protection Detection » Imbrovements
/ it helpi » Risk Management Processes and Processes P
n addﬂ:op to elping Strategy Procedures
organizations manage and > Maintenance
reduce risks, it was designed to > Protective
. . Technolo
— foster risk and cybersecurity ¥ \ . J

management communications

Incident Management
— amongst both internal and

external organizational
Stakeholders.”

Original em Inglés e tradug¢ao para o Portugués disponiveis em:
https://www.nist.gov/cyberframework/framework
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Gestao de Incidentes:
Servicos e Funcoes

Information Security Incident Report Acceptance
Information Security Incident Analysis
Artifact and Forensic Evidence Analysis

Mitigation and Recovery
Information Security Incident Coordination \

Crisis Management Support
- a high_[eve/ document Information Security

Incident Management

“The Computer Security Incident
Response Team (CSIRT) Services
Framework is

Vulnerability Discovery/Research
Vulnerability Report Intake

— describing in a structured way
Vulnerability Analysis

— a collection of cyber security . Monitoring and Detection 7 xu:nerag?:?:y g_oolrdination
1 1 | . uinerabllity visclosure
services and associated functions . gyent Analysis D, B erabit, Resporee
that Computer Security Incident Information Security g\~ Vulnerability
Response Teams and other teams EventManagemsit Napagement
P AREAS

providing incident management
related services may provide.”

Awareness Building

Training and Education « Data Acquisition
Exercises |E\ Es * Analysis and Synthesis

Technical and Policy Advisory sz - Communication

“The services described are those Knowledge Situational
potential services a CSIRT could Transfer -
provide. No CSIRT is expected to
provide all described services.”

Computer Security Incident Response Team (CSIRT) Services Framework:
https://www.first.org/standards/frameworks/csirts/
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Foco do CERT.br nestes 25 anos:
Aumentar a Capacidade Nacional de Tratamento de Incidentes

Premissa: Nenhum grupo ou estrutura unica conseguira fazer sozinho a
seguranca ou a resposta a incidentes.

Foco
— Criar/aproximar CSIRTs (Grupos de Tratamento de Incidentes de Seguranca) no Brasil

- Possuir profissionais preparados para resolver os problemas de seguranca no pais

Forum Brasileiro de CSIRTs
- Evento anual para profissionais da area de Tratamento de Incidentes
- Workshops sobre assuntos especificos

Lista de CSIRTs Brasileiros
— https://cert.br/csirts/brasil/

Cursos de Gestao de Incidentes

Ministra os cursos do CERT® Division, do SEl/Carnegie Mellon, desde 2004:
- https://cert.br/cursos/

SEI
Partner
Network



https://cert.br/csirts/brasil/
https://cert.br/cursos/

EthicsfIRST.org:
Cddigo de Etica da Comunidade Global de CSIRTs

[ NN IIRY Bl 0 | = ethicsfirst.org & (4] th O s
o
EthicsnRST
EthicsfIRST Ethics for Incident Response and Security Teams
= Ethics for Incident Response and
Security Teams
= Duty of trustworthiness Also available in PDF <
= Duty of coordinated
vulnerability disclosure Members of incident response and security teams (Teams) have access to many digital systems and sources of information.
= Duty of confidentiality Their actions can change the world. As a member of this profession, a Team member must recognize responsibility to their
= Duty to acknowledge constituency and to other security professionals, as well as to wider society. The individual must also recognize their
= Duty of authorization responsibility to their own well-being.
= Duty to inform
= Duty to respect human rights EthicsfIRST is designed to inspire and guide the ethical conduct of all Team members, including current and potential
= Duty to Team health practitioners, instructors, students, influencers, and anyone who uses computing technology in an impactful way. This
= Duty to Team ability framework includes principles formulated as statements of responsibility, based on the understanding that the public good is
= Duty for responsible collection always the primary consideration. Each principle is supplemented by guidelines, which provide explanations to assist computing
= Duty to recognize professionals in understanding and applying the principle.
jurisdictional boundaries
= Duty of evidence-based The duties are introduced below but are not in order of importance. These duties should not be seen as absolute requirements,
reasoning but rather as stated in the IETF RFC2119 for the definition of “SHOULD":
Appendix A
u Dealing with Dilemmas / “This word, or the adjective “RECOMMENDED", means that there may exist valid reasons in particular circumstances to ignore
particular [duties], but the full implications must be understood and carefully weighed before choosing a different course.”
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Avaliacao de Maturidade:
SIM3 - Security Incident Management Maturity Model

Quatro pilares
- Prevencao

SIM3 : Security Ir

D t ~ Management Matur:
eteccao
~ ‘The basic and most useful way to report a SIM3 assessment of an actual CSIRT has two elements:
- Resolucéo s
Don Stikvoort, 30 March 1) Alist of all the Parameters for the four Quadrants, with their respective assessed Levels — plus
comments where due.

- (b version 1 September 2018’

— Controle de qua lidade e feedback 1 A e o e Prames nd sl e

Quatro quadrantes

— O — Organisation (11 parametros)
- H - Human (7 paréametros) e T,
r et "%4
- T — Tools (10 parametros) a7
R Content: \\\\\\\“%/,
- P — Processes (17 parametros) :.s ) Za
Quem usa M\
- TF-CSIRT Trusted Introducer — | WSL T
- ENISA, requerimento para CERTs Nacionais (NIS Directive) e —— |
— Nippon CSIRT Association

- FIRST: sera adotado no processo de filiacao

https://opencsirt.org/maturity/sim3/
https://thegfce.org/initiatives/csirt-maturity-initiative/
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SIM3:
Online Tool

Auto avaliacao em forma de
perguntas

Possui 4 perfis

— Trusted Introducer TI
Certification

— ENISA
- Basic
- Intermediate
- Advanced

Sera incluido um perfil para o

FIRST, quando for adotado
para filiacao

https://sim3-check.opencsirt.org/

000 < Em| 0

O; D Open GSIRT g1\ 3 Self Assessment Tool

Foundation

Organisation Human Tools Processes

With Humans we refer to the people working together to provide the services described in
the Organisation area and satisfy the mandate. All people contributing to the goals of the
(CSIRT) organisation that manages security incidents, require a technical and/or
management oriented education with considerable on-the-job training plus additional
training for more detailed expertise like malware analysis or forensics. The 'H' parameters in
this area are about the factors of importance in regard the most important factor in any
CSIRT: the human 'capital’ of the people working there.

Expand all / Collapse all

H-1: Code of Conduct/Practice/Ethics

Does your CSIRT provide guidance, guidelines or sets of rules for its team members on how to
behave professionally, in an ethical manner? Often called a 'Code of Conduct (CoC)' or a
‘Code of Practice (CoP)', it can provide golden rules on confidentiality, trustworthiness, and
other key human qualities expected from CSIRT team members. The CSIRT's host organisation
will often have an ethics code, but such codes are of a generic nature and have nothing to do
with the specific work that the CSIRT does. The CSIRT often deals with highly sensitive data,
and communicates not just inside the host organisation, but also outside. Also, responsible
behaviour of CSIRT team members is not limited to the work context, but also relevant in
private circles where security is concerned. The Trusted Introducer CCoP can be used as CoP
baseline, as it was written specifically for CSIRTs. Alignment with the security policy (O-11) is
necessary. Does your team support such a code of conduct/practice/ethics?

0  We never really discussed this.
1 We know what kind of work ethics are expected of us, but they were never written down.

2 We don't have a formal written code of conduct, therefore we wrote something for our own
purposes. Our management has not formally approved this.

3 We have a written code of conduct approved by our team management.

4 We have a written code of conduct approved by our team management. In the periodic review of
our team it is checked if and how this code has been used and if it serves its purpose.

H-2: Personnel Resilience

Does your CSIRT have enough staffing to deal with planned or unexpected team members'
unavailability? Such cases include illness, holidays, quitting of job ... Depending on the services
offered (O-5) and the service levels (O-7), the number of team members will vary, but ensuring

# sim3-check.opencsirt.org

¢ th | &
Open CSIRT Foundation Help License Color Scheme ~
Your SIM3 Assessment URL
Please bookmark your results to start next time with this status:
https://sim3-check.opencsirt.org/#/v1/6wal3v2nV-5bNcAAe3X-E0b63PcQb
Choose your desired SIM3 Profile:
ENISA/GCMF ENISA/GCMF ENISA/GCMF Tl
Basic Intermediate Advanced Certification

Table of Results

Spider-Chart/Show questions Open Actions [7]

If you click on a specific tile you will be directed to the associated parameter on the left
side.

Tl Certification
not reached



https://sim3-check.opencsirt.org/

Obrlgada
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notificacoes para: cert@cert.br @ @certbr
https://cert.br/
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