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Seguranca e conformidade na AWS
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Antes...

Ser agil ou Estar seguro
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Agora...

Ser agil E  Estar seguro
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Modelo de Responsabilidade Compartilhada

CLIENTE

RESPONSABILIDADE
PELA SEGURANCA
“NA” NUVEM

© 2020, Amazon Web Services, Inc. or its Affiliates.

DADOS DO CLIENTE

GERENCIAMENTO DE PLATAFORMA, APLICATIVOS, IDENTIDADE E ACESSO

CONFIGURAGCAO DE SISTEMA OPERACIONAL, REDE E FIREWALL

AUTENTICAGAO PARA CRIPTOGRAFIA DO LADO PROTECAO DO TRAFEGO
CRIPTOGRAFIA E INTEGRIDADE DO SERVIDOR (SISTEMA DE DE REDES (CRIPTOGRAFIA,
DE DADOS DO LADO DO CLIENTE ARQUIVOS E/OU DADOS) INTEGRIDADE, IDENTIDADE)
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Base de Dados em ambiente tradicional

App optimization
Scaling
High availability
Database backups
DB s/w patches
DB s/w installs
OS patches
OS installation
Server maintenance
Rack & stack
Power, HVAC, net
Physical Security
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Base de Dados em Maquinas Virtuais (Amazon EC2) (s

Infraestrutura

App optimization

e
v

Scaling
High availability
Database backups
DB s/w patches
DB s/w installs

OS patches
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Base de Dados no Amazon RDS / Aurora

- App optimization

oy

© 2020, Amazon Web Serfces
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Servicos en
Contéiners
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O cliente € proprietario dos dados, controla o acesso e a localizacao

Vocé mantém a propriedade e o controle de seu conteudo, e escolhe
em que regiao o conteudo reside.
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Criptografia de ponta a ponta: Em repouso
AWS Key Management Service (KMS) - CloudHSM

Criptografia de Volume

Criptografia de : Solucdes de Parceiros /
disco (EBS) AEIDE Marketplace
Criptografia de Objetos
do lado do . dl‘?\?ﬂgﬁ‘g d%%m glr(])ac\:llleesnte Criptografia do lado do
Servidor (SSE-S3) (KMSI.D cliente
Criptografia de Banco de Dados

- Amazon
MS SQL Server Oracle MySQL PostgreSQL Redshift
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Programa de conformidade AWS

security
alliance® T
CSA ISO 9001 ISO 27001 ISO 27017
Cloud Global Security Cloud
Security Quality Mgmt Specific
Alliance Controls Standard Controls Controls

CYBER
ESSENTIALS

PLUS

RD 3/2010

CERTIFICACION DE
CONFORMIDAD CON EL

NS¢,

Mms
w Security
Standards CounC|I
| O g

ISO 27018 PCS DSS

Personal Level 1
Data

Protection

TUVY

AUSTRIA

SOC 1 SOC 2 SOC 3 C5 Cyber ENS High (Spain) G-Cloud IT-Grundschutz
Audit Security, General (Germany) Essentials Spanish (UK) (Germgny)
Controls  Availability &  Controls  Operational Plus (UK) Govt UK Baseline
Report  Confidentiality — Report Security ~ Cyber Threat  Standards Govt Protection
Report Attestation Protection Standards Methodology

E muito mais em:;

https://aws.amazon.com/compliance/

+200

certificagOes e
acreditacoes
de seguranca

e conformidade

+2600

controles de
seguranca
auditados

anualmente
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Relatorios de cumprimento regulatorio - AWS Artifact

aWS, Services v  Resource Groups v *

A t
greements ISO 27001:2013 Certification

Reporting period: Valid from 12/15/2017 to 11/07/2019

This certification, issued by an independent third-party auditor, va
and comprehensive security controls following the ISO 27002 bes

Get this artifact

ISO 27001:2013 Statement of Applicability (SoA)
Reporting period: Valid from 11/20/2017 to 11/07/2019

The AWS ISO 27001:2013 Statement of Applicability (SoA) indicat

Get this artifact

ISO 27017:2015 Certification
Reporting period: Valid from 12/15/2017 to 11/07/2019

This certification, issued by an independent third-party auditor, va
supplement the ISO 27002 guidance and the ISO 27001 standard.

Get this artifact

ISO 27017:2015 Statement of Applicability (SoA)
Reporting period: Valid from 11/20/2017 to 11/07/2019

aws

P —

| Reports

Agreements

]

met the standards of PROTECTED of ASD’s 2016 ISM. This package includes the IRAP assessor's Letter of Compliance and the IRAP Stage 2 report.

Services v Resource Groups v *

Global ~ Support ¥

Get this artifact

Service Organization Controls (SOC) 1 Report - Previous (Apr 1 - Sep 30)
Reporting period: Valid from 04/01/2016 to 09/30/2016

This document evaluates the effectiveness of AWS controls that might affect your internal controls over financial rep
3402 standards. Many AWS customers use this report as an integral part of their Sarbanes-Oxley efforts.

Get this artifact

Service Organization Controls (SOC) 1 Report - Previous (Oct 1-March 31)
Reporting period: Valid from 10/01/2016 to 03/31/2017

This document evaluates the effectiveness of AWS controls that might affect your internal controls over financial repe
3402 standards. Many AWS customers use this report as an integral part of their Sarbanes-Oxley efforts.

Get this artifact

Service Organization Controls (SOC) 2 Report - Current
Reporting period: Valid beginning 04/01/2017

This document evaluates the AWS controls that meet the criteria for security, availability, and confidentiality in the Al
Trust Services Principles and Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy. This i
period of time and do not expire. Our auditors perform our SOC audits twice a year over a period of 6 months — Oct
prepare their audit report which is then released in May and November, respectively. Should you seek assurance tha
SOC report, we make a signed SOC Continued Operations Letter available to you in Artifact. Scroll down to the bott

Get this artifact
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AWS e Cloud Security

A infra-estrutura global da AWS foi projetada para atender as
exigéncias das empresas mais sensiveis do mundo em termos de
seguranca
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Servicos de Seguranca Nativos na AWS

O

ﬁ
Gestao de

ldentidade
e Acessos

AWS Identity & Access
Management (IAM)

AWS Organizations
AWS Control Tower
AWS Cognito
AWS Directory Service
AWS Single Sign-On
AWS Secrets Manager

|AM Access Analyzer

AWS CloudTrail
AWS Security Hub
AWS Config

Amazon
CloudWatch

Amazon GuardDuty
VPC Flow Logs

Trusted Advisor

¢

Seguranca em
Infraestrutura

3

AWS Systems Manager
AWS Shield

AWS Web Application
Firewall (WAF)

AWS Key Management
Service (KMS)

AWS CloudHSM

Amazon Macie

Amazon Inspector | AWS Certificate Manager

Amazon Virtual Private
Cloud (VPC)

Server Side Encryption

S3 Block Public Access
Image / AMI / Hardening

Bastion Host

https://aws.amazon.com/pt/products/security/

Resposta a
Incidentes

AWS Config Rules
AWS Lambda
Amazon Detective

Step Functions
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Deteccao de Ameacas -

Tipos de Deteccao
de Ameacas

Reconhecimento

Instancia
comprometida

Conta
Comprometida

Fontes de dados

Descobertas

VPC flow logs

Amazon
GuardDuty

DNS Logs

CloudTrall
Events

Inteligéncia de
Ameacas,
Deteccao de
Anomalias
com ML/AI

ALTO \
‘ Resposta

HInte automatica,
e/ou Alertas
BAIXO no SIEM
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Resposta a incidentes — Aulomacao simplificada

GuardDuty CloudWatch Events Lambda

@

@ A

Amazon J AWS Lambda
Amazon CloudWatch |:| DI:I

GuardDuty CloudWatch Lambda
Event Function

DG ) [NFGEN w— [AGEND

Deteccao de Ativa Lambda no evento Execucao do Lambda
ameacas e q GuardDuty TOR Cliente ‘ que contém a ameagca
anomalias alterando Security

© 2020, Amazon Web Services, Inc. or its Affiliates.
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Inventario de ativos -

Inventario, monitoramento e notificacao de mudancas de configuracao

RNA
@
"A WA

Mudancga em recursos

> f*

i

AWS Config

Normalizado
& 4 H
viaghg ~—
> L. v
—v

AWS Config rules
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Alertas

Correcao de
configuracoes

Historico, snapshot

dWS

\./‘7



Seguranca e Conformidade -

aws, Services v  Edit v /n\- security-admin@example.com v Oregon v  Support v

AWS Security Hub X Security Hub > Summary

Summary i

SUII]II].H"]’

Standards CIS AWS Foundations About CIS 2 Provider status

2 - . Service Last finding received
Insights II 00% 2
Amazon GuardDuty

Findings

Amazon Inspector

Amazon Macie

» Settings

Acme Endpoint protection

Top insights by finding co Finding volume by create date

Insight # Findings
EC2 instances that have missing security patches for important vulnerabilities

AWS Users with the most suspicious activity

AWS resources associated with potential data exfiltration

EC2 instances with general unusual behavior

S3 buckets that don't meet security standards / best practices

Top S3 buckets by finding severity Finding volume over time by severity

Top Resources by CIS failures Top accounts by CIS failures

@ Feedback (@ English
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Seguranca e Conformidade -

awg Services Vv Edit v L° security-admin@example.com v Oregon v  Support v

AWS Security Hub X Security Hub > Standards > CIS AWS Foundations

Summary CIS AWS Foundations info Sortby | Default

Standards

Q
Insights

Findings

1.1 Avoid use of rcit account 1.2 Ensure multi-factor authentication is enabled for all IAM

» Settings

@@ Feedback

users with console passwords
@ 2 2 accounts failed
2018-11-0 11:20 AM

@ 5 5 1AM users failed
2018-11-09 11:20 AM

1.3 Ensure credentials unused for 90 days or greater are
disabled

e 2 2 credentials failed

1.5 Ensure I1AM password policy requires at least one
uppercase letter

All IAM password policies passed
@ Pass 2018-11-09 11:20 AM

1.7 Ensure IAM password policy requires at least one symbol

All IAM password policies passed
@ Pass A!pmsodp

1.4 Rotate access keys every 90 days or less

A 1 2 12 access keys have warnings
2018-11-( 11:20 AM

1.6 Ensure IAM password policy requires at least one
lowercase letter

All IAM password policies passed
@ Pass A pmssers

1.8 Ensure IAM password policy requires at least one number

@ 18 18 password policies failed
2018-11-09 11:20 AM




Na nuvem podemos alcancar melhores niveis de seguranca, com menores custos
operacionais

Modelo de Responsabilidade Compartilhada
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Integracao entre os servicos
. Solucoes AWS e de parceiros com pagamento por uso

. Automacao
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Obrigado!




