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Prof®. Lacier Dias

v' Mestrando em Administracdo - FDC
v MBA em Gerenciamento de Projetos — FGV
v' Pds-Graduado em Seguranca de Rede de Computadores - UNIC

v’ Sécio e Diretor na Solintel, MOGA, OPA, TARS e VLSM, coordenando as areas de Tecnologia e
Ciéncia de Dados, auxiliando na concepcao de projetos, producao e aprimoramento dos
produtos da organizacao, com foco em projetar solucoes completas para os clientes com base
em produtos da organizacao ou projetando solucdes sob medida a partir de projetos
especiais.

v' Com 20 anos de experiéncia no setor de telecom e como Professor de arquitetura, design e
roteamento para redes, consultor para provedores de internet e palestrante em eventos do
setor e workshops nacionais e internacionais.
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SITES DE ATAQUE GRATUITO

BestPaid Booter List About Terms of Service Telegram Channel.
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Free Stresser’

[&]

° 1Gbps UDP floods, No Accounts, No Logs, No Price. : °
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Launch Stress Test
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Your Tests Today: Global Tests Today: Global Running Tests: | Users Online:
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O fastnetmon é comumente utilizado para identificar anomalias de trafego e automatizar o
processo de blackhole a partir de coletas de netflow, é possivel definir alguns parametros de
analise como:

s o ) R o

FASTNETMON

FastNetMon Advanced 2.0.69 https://fastnetmon.com
IPs ordered by: bytes (use keys 'b', 'p' or 'f' to change sort type) and use 'q' for quit

s

NUmero de PPS, Incoming traffic 388385 pps 1852 mbps
10.144.115.33 7669 pps 84 mbps 0 flows
. 10.45.126.199 10042 pps 83 mbps 0 flows
mbps, 10.147.91.152 7760 pps 77 mbps 0 flows
10.173.143.136 12082 pps 72 mbps 0 flows
. 10.23.169.169 5922 pps 67 mbps 0 flows
FIOW/S, 10.213.105.16 10324 pps 64 mbps 0 flows
10.176.104.104 5800 pps 63 mbps 0 flows

PaCOteS TCP por Segundol Outgoing traffic 401638 pps 2290 mbps

10.123.54.59 16054 pps 183 mbps 0 flows

Pacotes UDP por segundo; B dnaoe e s
. - . f
Pacotes ICMP por segundo; 10.134,31.198 et S e
10.238.40.246 6042 pps 69 mbps 0 flows
PaCOteS TCP SYN por segundo; 10.218.160.159 5970 pps 67 mbps 0 flows ——
Internal traffic 0 pps @ mbps 80 Mbps
TCP mbpS,' Other traffic 0 pps 0 mbps 60 Mbps T o
. 40 Mbps V" R -
TCP SYN mbps; e

UDP mbps;
ICM P m b pS. == total_traffic.mean

Blocked host 10.133.62.11 with BGP
blackhole

Attack type: udp_flood

Total incoming pps: 85777
total_incoming_traffic: 48.7 Mbps

1.0 bps
0.5 bps
0 bps
-0.5 bps blackhole attack

-1.0 bps

00:24 00:28 00:30 00:32 00:34

== total_traffic.mean



MASSCAN

O Masscan € uma ferramenta de scan de portas, embora simples é muito funcional e pode
auxiliar na enumeracao de vulnerabilidades mais simples de modo agil.

root@ip-10-6-1-12: /home/ubuntu# masscan -p 86,8080,8291,8295,4444,5555,443,22,25,23,21,2222,2323 --max-rate 10000

Starting masscan 1.0.5 (http://bit.ly/14GZzcT) at 2022-11-14 20:03:56 GMT

-- forced options: -sS -Pn -n --randomize-hosts -v --send-eth

Initiating SYN Stealth Scan

Scanning 1024 hosts [13 ports/hc~—*"

Discovered open port 8291/tcp

Discovered open port 8291/tcp

Discovered open port 8291/tcp

Discovered open port 8291/tcp

Discovered open port 8291/tcp

Discovered open port 443/tcp on

Discovered open port 23/tcp on

Discovered open port 443/tcp on

Discovered open port 8291/tcp or

Discovered open port 86/tcp on

Discovered open port 8291/tcp or

Discovered open port 8291/tcp or

Discovered open port 8291/tcp or

Discovered open port 8291/tcp or

Discovered open port 23/tcp on

Discovered open port 8291/tcp or *ﬁ = y i

Discovered open port 8291/tcp or #solintel J4MM )@MOGA @ >TARS

Discovered open port 8291/tcp or

Discovered open port 86/tcp on

Discovered open port 8291/tcp or ES/

Discovered open port 21/tcp on J )

Discovered open port 8291/tcp s o 1
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Discovered open port 8291/tcp




SPAMHAUS

A Spamhaus possui diversas ferramentas baseadas em listas de nomes de dominios e IP’s
com ma reputacao. Essas reputacoes de dominio sao calculadas a partir de muitos fatores e
mantidas em um banco de dados que, por sua vez, alimenta as ferramentas

SPAMHAUS e 3 T p——

SBL XBL PBL DBL DROP ROKSO

Blocklist Removal Center About Spamhaus | Contacts | Official Statements | FAQs | News Blog

Protect your users properly today with Spamhaus ZEN +DBL +RPZ

With a 20 year history, vast internet data traffic visibility and protecting over 3 Billion users,
haus is the industry leader in realtime actionable highly accurate threat intelligence

Blocklists _ Document ts === ROKS0O Spamhaus News

Safe DNSBLs for Safe Filters Blocked? To check, get info » Email Marketing Guide » Register of Known Spam Poor sending practices

and resolve listings go to » The Definition of "Spam" Operations trigger a tidal wave of
SBL Advisory » Blocklist Removal Center » Consumer Protection » ROKSO Policy & FAQs informational listings
The recent spate of ..'...0.. ‘ ; o
Blocklist Use Datafeed ISP Area informational listings from our #solintel = ) {VLSM /,‘ MOGA - >TARS
researchers has highlighted L - L
) 4:1 W Advisory

M

» DNSBL Usage Terms » Datafeed service for ISPs » ISP Area some pretty poor sending =~ L) f‘
» How Blocklists Work and commercial users » ISP Abuse Desk FAQs practices.... (>) ) /
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PBL | —
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NMAP/Zenmap

Outra ferramenta normalmente presente no kit de especialistas da area € o nmap.

Zenmap

Scan Tools Profile Help
Target: |192.168.1.1/24 v | Profile: |Pingscan

Command: |nmap-sn192.168.1.1/24

‘ Hosts ‘ Services Nmap Output | Ports / Hosts  Topology =Host Details = Scans
nmap -sn192.168.1.1/24 % Details

Starting Nmap 7.70 ( https://nmap.org ) at 2018-12-21 14:31 IST
Nmap scan report for 192.168.1.1
Host is up (0.0043s latency).
192.168.1.7 MAC Address: 74:DA:DA:DB:F7:67 (D-Link International)
Nmap scan report for 192.168.1.2
LR Host is up (0.046s latency).
192.168.1.9 MAC Address: CO:FF:D4:91:49:E0 (Netgear)
192.168.1.10 Nmap scan report for 192.168.1.8
Host is up (0.053s latency).
192.168.1.16 MAC Address: 10:7D:1A:24:F9:35 (Dell)
192.168.1.21 Nmap scan report for 192.168.1.9
. Host is up (0.053s latency).
192168123 mac Address: 50:9A:4C:D2:32:8B (Dell)
192.168.1.24 Nmap scan report for 192.168.1.10
Host is up (0.054s latency).
192.168.1.31 MAC Addres :1B:0D:DD:78:DE (Giga-byte Technology)
192.168.1.32 Nmap scan report for 192.168.1.21
Host is up (0.51s latency).
R MAC Address: BC:EE:7B:BE:7A:3A (Asustek Computer)
192.168.1.41 Nmap scan report for 192.168.1.23
192.168.1.49 Host is up (0.0062s latency).
MAC Address: 8C:16:45:E7:D6:4F (Unknown)
192.168.1.59 Nmap scan report for 192.168.1.24
Host is up (0.0069s latency).
MAC Address: 58:8A:5A:4A:43:CD (Dell)
Nmap scan report for 192.168.1.31
Host is up (0.011s latency).
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Filter Hosts
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GVM (OpenVas)

 OpenVAS (Open Vulnerability Assessment System), em portugués Sistema Aberto de
Avaliacao de Vulnerabilidade, € um framework de varios servicos e ferramentas que
oferece uma solucao de varredura e gerenciamento de vulnerabilidade.

Pontos de destaque
 Usa o Greenbone Community Feed para executar mais de 50.000 testes de
vulnerabilidade;
 Cddigo aberto;
 Desenvolvido e mantido gratuitamente pela Greenbone Networks;
* Suporta mais de 44.000 CVEs.
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GVM (OpenVas)

Dashboards Assets Resilience SecInfo Configuration Administration

®@ Filter OXODFZ! - v

i 1§ NVTs 99743 of 99743

NVTs by Severity Class (Total: 99743) NVTs by Creation Time

NVTs by Family (Total: 99743)

- Created NVTs
B Total NVTs

2010 2015 2020
Time
(| 1-10 of 99743 > >
Name Family Created v Modified CVE ' Severity QoD
Jzesn6lgg1s_ 7‘“2”35\2,5 < 2.332.4 LTS Information Disclosure Vulnerability (SECURITY- Z\{)eubs::plication ;ll'\;, LJJl1J_r£: 24, 2022 6:58 f\rl‘il' LJJliI'rE:24I 2022 6:58 CVE-2022-34174 i 80 %
J2e5n6lg;15_ Einzlii56' < 2.332.4 LTS Information Disclosure Vulnerability (SECURITY- :\{)eubszspplication ;I;I' ilJl11_r(1: 24, 2022 6:51 ;rl\llll LJJl_Jrrcl:24, 2022 6:56 CVE-2022-34174 .i' 50 (Medium) | 30 %
_'\lﬁir:]léigsvsz.%s < 2.356 Information Disclosure Vulnerability (SECURITY-2777) - Z\{)eubs:spplication ;Il'\lq, SH'?: 24, 2022 6:48 ;rl\l'll &%224, 2022 6:49 CVE-2022-34175 & a0 edium) | 80 %
,; IJ_?::)i(ns 2.335 < 2.356 Information Disclosure Vulnerability (SECURITY-2777) - Z\Leubseasplication Z:{ lJJl1J'r(1: 24, 2022 6:41 E\rhlfll Lth:ll_r(\:24, 2022 6:47 CVE-2022-34175 .i. [0 (Medium) | 30 %
.‘ chérélg?s_ %\ﬁ:doo‘;sz.356 Multiple Vulnerabilities (SECURITY-2776, SECURITY- Z\{)eubsggplication le'\lq, LJJL1]'r(]: 24, 2022 6:39 ;r;’l, 6%224, 2022 6:40 CVE-2022-34172 CVE-2022-34173 .i. 89 (Medium) | 80 %
i ;_e;gg;\s_ i[g:})(() < 2.356 Multiple Vulnerabilities (SECURITY-2776, SECURITY- :\Leubsgsplication ;'I:I' l:_ij‘{'r(\: 24, 2022 6:01 ;rhlq, lJJt_.Il_r&24, 2022 6:37 CVE-2022-34172 CVE-2022-34173 & 89 (Medium) | 30 %

Jenkins 2.321 < 2.356, 2.332.1 LTS < 2.332.4 LTS XSS Vulnerability (SECURITY-  Web application Fri, Jun 24, 2022 5:52  Fri, Jun 24, 2022.5:53 s..qyE 292234994 Copyright (C) 2009-2022 by Greenb@he NSIEHET STISSER o< 80% -t

NZL4N  \Alied ANA 11T ANA 11T
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Unwanted Traffic Re

Mitigate DDoS attacks faster.

UTRS 2.0, é um servico baseado em BGP que é uma ferramenta para ajudar a mitigar ataques DDoS, exclusivamente para
proprietarios de ASN globalmente exclusivo, o UTRS 2.0 adiciona suporte para FlowSpec, IPv6, aumenta os tamanhos de
anuncio de IPv4 e IPv6, confiabilidade aprimorada com sessdes de emparelhamento redundantes e ROA's sao honrados.

Reduza os ataques DDoS como uma comunidade: fiotintet ) &AVisM  @MOGA - >TARS
O UTRS v2.0 usa técnicas como buracos negros acionados remotamente (RTBH), )

mas globalmente. Juntos, permitimos que vocé se proteja enquanto ajudamos a protegeta Internetass J/ 5 )
Vocé ajuda seu proximo e ele te ajuda. OPA! “conectador tetcont.{." _ telefonarnet
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Radar Qrator

Solutions AS Rating

AS

7909th place in IPv4 connectivity rating
Last month: O positions

2160th place in IPv6 connectivity rating
Last month: O positions

Overview
Graph
Whois

IPv4 Connectivity
Providers
Customers
Peerings
Unspecified

Prefixes

IPv6 Connectivity
Providers
Customers
Peerings
Unspecified

Prefixes

Security Issues
Route Leaks
Hijacks
Bogons
Routing Loops
Vulnerable Ports

DDoS amplifiers

Overview

IPv4 Connectivity Rate

w

18 3
Rate Providers Customers Peerings
IPv6 Connectivity Rate
@ 4 15 1
Rate Providers Customers Peerings
Security Issues
Route Leaks Hijacks Bogons Routing Loops

0 24
Unspecified Prefixes

0 15
Unspecified Prefixes

-
19 2
Vulnerable DDoS
Ports Amplifiers
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Krill (RPKI)

e O Krill é utilizado para gerenciar e manter as ROAs (Routing origin
authorization) publicadas de forma correta, auxiliando no processo de
validacao de origem dos blocos IP.

= Krill
Certificate Authority S Current Certificate Authority I:l
Parents Rep:
& Do
AAAAAAAAA . g
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Y32 Spoofer Manager GUI = O X
- Spoofer Scheduler Prober
p O O e I a I a Scheduler: ready Pause Scheduler
Prober: next scheduled for 2022-11-21 18:36: 19 Hora oficial do Brasil (in about 7 days) Start Tests
Last run: 2022-11-14 17:29:52 Hora oficial do Brasil

e O Spoofer é utilizado para
ValidaC5O da Correta aplicagéo da *** Notice: No accessible nonlocal IPv6 interfaces.
pollltica de anti—SpOOfing_ *** Notice: Can not test IPv6 spoofing.

Result history: Hide old blank tests

outbound outbound inbound inbound

date IPv client address ASN - ; .
private  routable private internal

report »

2022-11-1417:29:5z 4 1:}305 X rewritten X rewritten report

Show Console
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WalledGarden.Global

O Walled Garden coloca no seu roteador de BGP milhares de rotas de lixo IPv4 e
IPv6, central de controle, virus, route leaks, bots usados para DDOS, phishing
dentre outros.

Um ferramenta eficaz para ajudar a prevenir e mitigar ataques DDoS.

E ASOLUGAO COMO FUNCIONA CONTATO E-Mail Nome - ENTRAR

117.572 POR HORA

84.652.096 POR MES'

Estes ataques foram.registrados na América Latina durante NIVEL DE SEGURANCA:

6 meses. Proteja sua rede e seus clientes. Cadastre-se. p o o k -
g ote BT €T e J@MOGA . >TARS
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WalledGarden.Global
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Selecione o seu AS

2]

Data/Hora

16/11/2022 10:39:42
16/11/2022 10:39:42
16/11/2022 10:39:38
16/11/2022 10:39:38
16/11/2022 10:39:31
16/11/2022 10:39:28
16/11/2022 10:39:27
16/11/2022 10:39:25
16/11/2022 10:39:24
16/11/2022 10:39:23
16/11/2022 10:39:21

16/11/2022 10:39:21

Alerta
bruteforce
scanner
bruteforce
honeypot
honeypot
bruteforce
honeypot
scanner
honeypot
scanner
bruteforce

controller-http_post

Proto

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

ICMP

TCP

TCP

TCP

IP origem

4

12

14

Porta origem

60695

4899

23

23

23634

62406

50634

8014

23

56355

443

Pedir prote¢do Ajuda

IP destino

\:}v

Q

Porta destino

445

36830

40206

55265

23

23

23

45636

43807

23

56636

Meus IPs que estdo realizando ataques

@ Apenas os 10 IPs que realizaram mais ataques

I E——
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WalledGarden.Global

Minhas portas que estdo realizando ataques

@ Minhas portas que estao realizando ataques

Porta 1433
Porta 52869 ——\\

Porta 3389
Porta 445
Porta 443
Porta 2323
Porta 80
Porta 22

Porta 0 —

7~
L4

Meus IPs que estdo sofrendo ataques Minhas portas que estdo sofrendo ataques

@ Apenas os 10 IPs que sofreram mais ataques @ Apenas as 10 portas que sofreram mais ataques

Porta 443
Porta 3389 - 0

Porta 8080
Porta 80
Porta 445
Porta 52869
Porta 1433
Porta 2323

Porta 22 —

T~ Porta 23

AN

Porta 23

“solintel "-(&VLSM @MOGA ~ >TARS
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WalledGarden.Global

Top alerta de ASs atacantes Assinatura dos alertas
@ Top 10 dos ASs que estdo me atacando @ Distribuicdo das assinaturas dos alertas
17.5k 60k
15k 50k ]
12.5k
- § 40k
2 a
£ 5
5 10k a
s S 30k
© e
£ 2
=3 S
f 7.5k r_g
g 2 20k
'_
5k
10k
2.5k
o M
0 & @ 3 o YR < o>
2 ™ 4 © ) v N ¢
A AN U S CREA SR LR NN S S N S S N
o D Do K U A °© © & & & &
@ @ @ @ @ ¥ P v >TARS
p
.‘ _ telcont 5¥ telefonarnet




e e—3o ) GER 4 —P==F -

Pensar fora da Caixa...

Easter morning 1900: 5" Ave, New York City. Spot
the automoblle
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Source: US National Archives.




Sl 2 °

Pensar fora da Caixa...

Easter morning 1913: 5™ Ave, New York City.
Spot the horse.

"”.HVLUNS ?-.,' L :"-‘-(.1> :n l
i In EE %

= il
L]

|

"‘." = '
e oy

oy
TR, Ew
4
- )

-

:
"t:?

L

L

e
=k

%‘::'s.ol.intel /""(VLSM - /@MOGA - >TARS
@ u/J 3
-

N

1 W [~ #&-{-
’OPA' W,, telcont 3F telefonarnet

Source: George Grantham Bain Collection.



Conclusao....

* Teste sua rede com equipes sérias.

* Prevencao é sempre a melhor solucao.
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Obrigado

lacier@solintel.com.br
(® (043) 99185-5550

m https://www.linkedin.com/in/lacierdias ‘
n https://www.facebook.com/lacier.dias souc;etj ,;’&vusm ,, ,;MDGA/» >TARS
@ https://www.instagram.com/lacierdias/ ~

/. J
P o d '.E" - 4
" . OPA! Sqm , telcont‘e.:‘;’

= )
7



mailto:lacier@vlsm.com.br

