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Engenheiro de Computacao — Instituto Militar de Engenharia (IME)
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Pos-Graduacao em Seguranca da Informacao

Instrutor e Co-Fundador da GoHacking

Foi instrutor do SANS Institute

Diversos Cursos em Seg Info em InstituicOes Internacionais - OffSec e SANS

Instrutor de Defesa Cibernética e Seguranca Ofensiva nas Forcas Armadas (desde 2011)

Principais CertificacOes Internacionais em Seg Info: CISSP, GSE #291, OSCP, OSWP, OSCE, GSP, GX-CS,
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Mais de 15 anos de experiéncia em Administracao de Redes/Sistemas e Seguranca da Informacao
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Rede Corporativa




Rede Corporativa
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215 Seguranca da Informacao

LAIOS BARBOSA - IntraRede — Ferramentas de Seguranca da Informacao



215 Seguranca Cibernética
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Defesa em Profundidade




Defesa em Profundidade
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;,? Defesa em Profundidade

Perimeter

Application
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;,? Defesa em Profundidade

* Firewall de Rede (NGFW)

« |IDS/IPS de Rede

* Anti-DDoS (volumetria)

 Web Application Firewall (WAF)

o Anti-Spam

* Antivirus/Anti-Malware

 Data Loss Prevention (DLP)

* Endpoint Detection and Response (EDR)

» eXtended Detection and Response (XDR)

* Network Flow (visibilidade de movimento lateral)

» Security Information and Event Management (SIEM)
* Cyber Threat Intel (CTI)/ Threat Intel Platform (TIP)
o Zero Trust

Perimeter

Application

LAIOS BARBOSA - IntraRede — Ferramentas de Seguranca da Informacao



Firewall




Next-Generation Firewall (NGFW)

- Alem da analise tradicional de camada 4 (IP/Porta)

* [ntrusion Detection/Prevention System (IDS/IPS)

* Virtual Private Network (VPN, Site-to-Site, Client-to-Site)
» Controle de Aplicacao (Camada 7, C2)
» URL Filtering

» Controle de Acesso do Usuario

o SSL/TLS Inspection

* Anti-Malware

* Anti-Spam

* Anti-DDoS
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%1%  Next-Generation Firewall (NGFW)
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215 Web Application Firewall (WAF)
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215 Web Application Firewall (WAF)

Figure 1: Magic Quadrant for Web Application and API Protection
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Network Flow




Network Flow

NetFlow Enabled Device
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215 NFDUMP

Input
nfcapd
ident1 Eﬁ |
nfdump > iEE3ais :
@—. nfcapd R
ident2
6—’ nfcapd Filter
dents (TN
net 192.168.1/24 ) and
pps > 1000
7
Input Output
<cmdarg> -f
» A
-S,-a-A-C SHIBLIAE | - P
4-L-0 S e p
»
| — 3 N——
Binary

https://nfdump.sourceforge.net/

LAIOS BARBOSA - IntraRede — Ferramentas de Seguranca da Informacao


https://nfdump.sourceforge.net/

Trafego de rede
vertical nas portas
TCP 80 e 443




Trafego de rede
lateral na porta
TCP 5555




Endpoint Protection




215 Endpoint Protection

» Antivirus Tradicional (malwares)
* Endpoint Detection and Response (EDR)
» eXtended Detection and Response (XDR)

Endpoint Detection & Response (EDR)

https://wirexsystems.com/resource/ndr-vs-edr/
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D Endpoint Protection

Figure 1: Magic Quadrant for Endpoint Protection Platforms
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,—’,y' Agentes

» Agentes em hosts (estacoes de trabalho e servidores)
« Aumento da visibilidade na atividades de rede

* Auxilio na Resposta a Incidentes Cibernéticos

» Diversas solucoes

v OSSEC Y o
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5;‘ Security Information and Event Management
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 Elastic Stack . |
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1 SIEM Gratuito
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i;'? SIEM Comercial

* Splunk

« QRadar IBM
* ArcSight

e LogRhythm
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215 SOC/CSIRT
NIST Cyber Security Framework
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https://www.nist.gov/cyberframework SOC
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SOC/CSIRT
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Containment
Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity

NIST SP 800-61 Rev.2 — Computer Security Incident Handling Guide
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EXPECTATIONS

SOC/CSIRT

Hype Cycle for Security Operations, 2022

Published 5 July 2022 - 1D G0O0770249
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TIME
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Plateau will be reached:

() <2yrs.
) 2-5yrs.
® 5-10yrs.
A >10yrs.

® Obsolete before plateau







GoHacking



